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System analyses and the city system modef=

What we do ... ﬂ
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“Cities (as well as regions) can be seen as a system of

systems’
(Lane and Bohn, 2013)
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City System Modelling; Interacting, interrelated and
interdependent components form a complex and,unifiedwhole of
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Strategic level
- City governance
* City administration
* Regional planning

Operational level

Formerly isolat
networks becol

- Infrastructure operators connect
« City stakeholders interdependent &
Individual level integra
« Monitoring
* Citizens
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* Public Involvement



What we do: ...

e.g. Dash Board Energy Planning Simulation somsae [
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What we do ... -
Risk and Crisis Communication I
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What does it mean ... for

<

MARC ELSBERG

¢ e
( MORGEN IST ES ZU SPAT

0 "
D Ui w01
mooﬁ{&‘) e

Security of Suppl e !

Smart Meters are hacked

and numerous stopped by malware
causing a sudden decrease on

the demand side ...

IT Security

Privacy
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Assessment of Criticality
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Security of Electricity Supply -
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strongly fluctuating sources of electricity being fed into the grid weather dependency
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IT-Security

Computerworms

Cybercrime and Financial
Interests

IT and Internet technologies are increasingly
used in industrial environments even down to
field devices and sensors/actors

The energy information network can be target,
but can also be used as an targeting
architecture

Secure device to device connectivity
Authentication and Authorization
infrastructures are prerequisites

Social engineering has to be taken into
account

Security culture must be established within
organizations
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Hacking against physical
assets
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Data Privacy -
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Smart Grids = Big Data

= oo Measured data
Consumption data
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Pricing Information

Invoice data Maintenance data

. o What are the trade offs?
Big Data = Data Mining

Data Mining = Profiling
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Thank you for your attention
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